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Abstract

In the realm of emergency communications (EMCOMM), reliable and efficient communication systems
are essential for effective disaster response and management. WinLink Express, a global radio email
service, has emerged as a crucial tool for facilitating communication in situations where cell ‘phone and
or internet services are compromised or unavailable. This paper explores the technical aspects, benefits,
and applications of WinLink service in emergency communications, detailing its architecture,
functionality, and real-world use cases. We provide the technical information essential to setting up an HF
transceiver and the associated computer software tools necessary for establishing the WinLink Express
capability. This paper is written to inform and assist HAMS in the Outer Banks North Carolina
Community in their quest for emergency preparedness whether hurricane educed or any other scenario
where normal commercial communication means are compromised or unavailable. We provide detailed
and tested set up data sheets for HF transceivers recognizing that no VHF or UHF WinLink Gateways are
currently available within our service area we shall only focus on HF. We in addition, provide
installation and set-up instructions for the WinLink Express application and finally operating guidance on
how to use and gain maximum service benefit from WinLink Express.
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1. Introduction

Communication plays a pivotal role in emergency response, enabling coordination between first
responders, relief agencies, and affected populations. Traditional communication methods, such as
cellular networks and internet services, are often susceptible to disruptions during hurricanes. WinLink
Express, a robust and versatile email service utilizing radio frequencies thereby offers a viable solution to
maintain communication channels in such circumstances.

WinLink Express is widely used by amateur radio operators and emergency management organizations to
transmit messages, files, and pre-formatted forms over radio, ensuring communication continuity even in
the absence of conventional networks. This paper delves into the technical foundation of WinLink
Express, highlighting its significance in EMCOMM and exploring its integration into disaster response
strategies.

2. Overview of WinLink Express

2.1 What is WinLink Express?

WinLink Express, often referred to simply as WinLink, is a software system designed to provide email-
like communication via HF radio frequencies. It enables the exchange of emails and attachments using
radio propagation, connecting users to the global WinLink system and allowing communication beyond
line of sight.

2.2 History and Evolution

WinLink was initially developed in the late 1990s by the WinLink Development Team, a group of
amateur radio enthusiasts aiming to create a resilient communication platform for emergency situations.
Over the years, WinLink has evolved to incorporate various protocols and modes, adapting to
technological advancements and increasing demands for reliable EMCOMM solutions.

2.3 Key Features

e Global Connectivity: WinLink Express facilitates worldwide communication by connecting to
a network of Radio Message Servers (RMS) and internet gateways outside of the disaster area.

¢ Robustness: Operates independently of terrestrial infrastructure, making it suitable for use in
areas with compromised or nonexistent networks.

e Versatility: Supports multiple modes of operation, including HF, VHF, UHF, and the Internet.

e Interoperability: Compatible with various hardware setups, including transceivers, soundcards,
and TNCs (Terminal Node Controllers).
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e Secure Communication: Provides encryption options and authentication mechanisms for secure
message transmission, however, as HAMs we must remain cognizant of FCC rules related to
HAM license on transmitting encrypted data.

o Interoperability; provides seamless interoperability with standard Email services enabling two-
way communication between non WinLink email and Winlink accounts.

3. Technical Architecture

3.1 System Components

The WinLink Express system is open source free to use software and comprises several key components,
each playing a vital role in facilitating communication:

e Client Software: WinLink Express client software, installed on a user's computer, serves as the
primary interface for composing, sending, and receiving messages. It supports various modes of
operation and can interface with a variety of radio equipment.

o Radio Frequencies: Although WinLink Express can utilize HF, VHF, and UHF bands for radio
communication. In the Outer Banks there are no VHF or UHF Gateways therefore the choice of
frequency is HF which provides beyond line-of-sight range, however, is susceptible to
propagation conditions.

o Radio Message Servers (RMS): RMS are strategically located stations that act as gateways
between radio users and the internet. They receive, store, and forward messages to the WinLink
system.

e Central Message Servers (CMS): These servers manage the message flow within the
WinLink network, ensuring reliable delivery and synchronization across different RMS sites.

o Gateways and Nodes: Act as relay points, extending the reach of WinLink by linking radio
frequencies with the internet, enabling seamless communication between radio and non-radio
users.

3.2 Communication Modes

WinLink Express supports several communication modes, each tailored to specific use cases and
requirements — as stated previously we will only consider HF:

3.2.1 HF Radio Modes

o Pactor: A proprietary robust mode known for its high speed and reliability in HF
communication, ideal for long-distance email transmission.

e  Winmor: A soundcard-based protocol that offers a cost-effective alternative to Pactor, suitable
for medium-speed data transmission.
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e VARA HF: A newer, software based high-performance protocol that provides fast and reliable
communication over HF bands comparable with Pactor. VARA is the solution of choice for our
needs recognizing its robust, versatility and low cost of $69 one-time licensing fee.

3.2.2 Hybrid Modes

e Telnet: Allows users to connect to the WinLink system via the Internet when radio propagation
conditions are unfavorable, enabling seamless switching between radio and internet modes when
internet remains available locally.

3.3 Message Flow

The flow of messages within the WinLink Express system involves several steps:

1. Message Composition: Users compose emails or forms using the WinLink Express client
software.

2. Transmission: The message is transmitted via radio frequencies to the nearest RMS or directly
to other stations within range.

3. Forwarding: The RMS forwards the message to the appropriate CMS for delivery to the
recipient.

4. Receipt and Acknowledgment: The recipient receives the message via their WinLink client,
and an acknowledgment is sent back to the sender, confirming successful delivery.

3.4 System Requirements

Winlink Express is a Windows based application compatible with Microsoft-supported 32- or 64-bit
Windows OS, including Windows 7, 8, 10, and 11. It can be used on Apple Mac and Linux machines but
will necessitate a virtual machine engine or dual boot setup. Older operating systems such as Windows
XP are not supported. The program has minimal CPU demands but may require a computer with at least
700 MHz Pentium/Celeron class and 2GB of memory for modes using sound card modems. It runs
smoothly on modern computers and Windows tablets, with faster processors and 4-8GB RAM
recommended for concurrent use with multiple applications. To effectively operate WinLink Express, the
following components and resources are typically required:

o Hardware:
o A Windows computer or device capable of running the WinLink Express client software.
o A compatible HF radio transceiver for transmitting and receiving signals.
o A sound card or Terminal Node Controller (TNC) for digital mode operation.
o Software
o WinLink Express client software, available as Open Source Free-to-Use software,
however developer team encourage financial support either through donation or
purchasing a one-time Digital License Key ($24).

[KY4RY] Date Sepember 2024 4



o MODEM software as previously discussed we recommend and standardize on VARA
which has a one-time license fee of $69 to support continued technical development and
support.

e Licenses and Authorizations:
o An amateur radio license General or Higher is required for using HF, frequencies.

4. Applications in Emergency Communications

WinLink Express has proven invaluable in various emergency scenarios, enabling reliable text based
communication and coordination during crises and disasters. The following sections outline its key
applications in EMCOMM:

4.1 Disaster Response

During natural disasters, such as hurricanes, earthquakes, and wildfires, conventional communication
infrastructure often becomes unreliable or fails altogether. WinLink Express enables emergency
responders and HAMs to maintain contact with affected areas, coordinate relief efforts, and disseminate
critical information to government agencies and non-governmental organizations (NGOs).

4.2 Search and Rescue Operations

WinLink Express facilitates communication between search and rescue teams operating in remote or
challenging environments. The ability to transmit real-time updates, geographical coordinates, and
medical information enhances the efficiency of rescue missions and ensures the safety of both responders
and victims. This may be achieved local withing the disaster area via short distance HT’s with HAMs
acting as relay.

4.3 Public Health Emergencies

In public health emergencies, such as pandemics or disease outbreaks, WinLink Express provides a secure
and efficient means of transmitting medical data, coordinating healthcare resources, and communicating
with medical facilities and government agencies.

4.4 Community Preparedness

WinLink Express is vital in community preparedness initiatives, allowing local emergency management
agencies and amateur radio operators to conduct drills, exercises, and training sessions. This ensures
readiness and familiarity with the system before a disaster strikes, enhancing overall resilience.
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4.5 Remote Area Communication

In regions with limited or no internet connectivity, WinLink Express serves as a reliable means of
communication, enabling local populations to access information, request assistance, and stay connected
with the outside world.

5. Technical Implementation

5.1 Setting Up WinLink Express

To deploy WinLink Express, the following steps are typically undertaken:

Step 1: Equipment Selection

Step 2:

Step 3:

Radio Transceiver: Choose a suitable HF transceiver and antenna based on the communication
range and frequency band requirements.

Computer: Ensure the computer meets the system requirements for running WinLink Express
client software discussed above.

Sound Card or TNC: It would appear, following survey, that most OBRA HAMs are using
either the ICOM IC-7300 or the Yaesu FT991A in which case both transceivers have integrated
sound cards with CAT interface for control functions so no additional external sound card or
TNC is required.

Software Installation

WinLink Express Client: Download and install the WinLink Express client software from the
official website, www.winlink.org detailed instructions are attached.

Digital Mode Software: Install VARA HF from:
https://rosmodem.wordpress.com/2011/01/10/ros-2/.. For OBRA local requirements we
recommend obtaining licensed copy of VARA the free version has many restrictions. Detailed
installation and setup instructions attached.

Configuration

Radio Settings: sce attached data sheet for configuration of either to IC-7300 or FT991A
transceivers to match the Winlink express mode.

Client Software: Set up the WinLink Express client software, including user identification,
station details, and preferred communication mode. Instructions attached

Gateway Selection: Choose the appropriate RMS or CMS gateways based on geographic
location and network availability or allow WinLink Express to select based on propagation and
availability.
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Step 4: Testing and Training

System Testing: Conduct thorough testing to ensure proper communication and data transfer
between stations.

Training Sessions: We (OBRA) will organize training sessions for operators to familiarize
them with the WinLink system, protocols, and emergency communication procedures through
connection and exchange of messages.

5.2 Operating Procedures

WinLink Express operation in emergency scenarios typically follows established protocols and

procedures to ensure effective communication:

Message Prioritization: Assign priority levels to messages based on urgency and importance,
ensuring critical information is transmitted promptly.

Frequency Management: Coordinate frequency usage among stations to minimize
interference and optimize communication efficiency.

Data Encryption: This is not permissible for HAMs

Regular Updates: Ensure you maintain for WinLink Express capability installing patches and
updates as they become available. Updates to Form Library occurs at regular intervals. We will
investigate a regular ‘Net’ for operators to test and send/receive messages.

6. Challenges and Considerations

Despite its advantages, deploying WinLink Express in emergency communications involves several

challenges and considerations:

6.1 Technical Challenges

Propagation Conditions: Radio propagation conditions can vary significantly, affecting the
reliability and range of communication.

Equipment Compatibility: Ensuring compatibility between different hardware and software
components can be complex, requiring careful planning and testing.

Bandwidth Limitations: Limited bandwidth may restrict the transmission of large files and
data-intensive applications, necessitating efficient data compression techniques.

6.2 Regulatory and Legal Considerations
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containing sensitive information should only be transmitted if no other means is available and
originator understands and accepts risk.

o Interference Management: Effective frequency management and coordination are essential to
minimize interference with other communication systems and services.

6.3 Operational Challenges

e Training and Familiarity: Operators must be adequately trained and familiar with the
WinLink system to ensure efficient and error-free communication during emergencies.

¢ Maintenance and Support: Regular maintenance of equipment and software updates are
necessary to ensure the continued functionality and reliability of the system.

o Resource Allocation: Allocating sufficient resources is crucial for the successful deployment
and operation of WinLink Express in EMCOMM.

7. Case Studies and Real-World Applications

7.1 Case Study 1: Hurricane Maria, Puerto Rico (2017)

In the aftermath of Hurricane Maria, which devastated Puerto Rico in 2017, WinLink Express played a
vital role in re-establishing communication links between the island and the mainland United States. With
conventional communication infrastructure severely damaged, amateur radio operators used WinLink to
transmit emergency messages, request assistance, and coordinate relief efforts. The system's resilience
and ability to operate independently of local infrastructure proved invaluable in restoring communication
channels during the crisis.

7.2 Case Study 2: Nepal Earthquake (2015)

Following the 2015 earthquake in Nepal, WinLink Express was deployed to facilitate communication
between remote regions and central relief coordination centers. The system enabled the exchange of
medical data, logistical information, and situational reports, enhancing the efficiency of rescue and
recovery operations. WinLink's adaptability to challenging terrain and lack of traditional communication
networks highlighted its significance in disaster-stricken areas.

7.3 Case Study 3: California Wildfires (2020)

During the 2020 California wildfires, WinLink Express was utilized by emergency responders and
amateur radio operators to maintain communication amidst widespread power outages and network
disruptions. The system's ability to transmit critical information, such as evacuation orders, shelter
locations, and fire progression updates, significantly contributed to public safety and coordination efforts.
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8. Future Trends and Developments

WinLink Express continues to evolve, with ongoing developments aimed at enhancing its capabilities and
expanding its applications in EMCOMM:

8.1 Advancements in Digital Modes

New digital modes, such as VARA and ARDOP, are being developed to provide faster, more reliable
communication over radio frequencies. These advancements promise to improve data transfer speeds and
efficiency, further solidifying WinLink's role in emergency communications.

8.2 Integration with Satellite Communication

Efforts are underway to integrate WinLink with satellite communication systems, enabling global
coverage and enhanced connectivity in remote or isolated regions. This integration holds the potential to
expand WinLink's reach and utility, particularly in areas with limited terrestrial infrastructure.

8.3 Enhanced User Interfaces and Automation

Future iterations of WinLink Express may feature improved user interfaces and automation capabilities,
streamlining message composition, transmission, and management processes. These enhancements aim to
reduce operator workload and increase system efficiency, making WinLink more accessible and user-
friendly.

8.4 Cybersecurity Measures

With growing concerns over cybersecurity, future developments will likely focus on enhancing
encryption and authentication mechanisms within WinLink Express. Strengthening cybersecurity
measures will be essential to safeguarding sensitive information and ensuring the integrity of
communication channels.

9. Conclusion

WinLink Express has established itself as a vital tool in emergency communications, offering a robust and
reliable means of communication in scenarios where traditional infrastructure is compromised. Its ability
to operate independently of conventional networks, coupled with its adaptability to various
communication modes, makes it an indispensable asset in disaster response, search and rescue operations,
and public safety initiatives.
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While challenges remain, ongoing advancements and developments promise to further enhance
WinLink's capabilities and expand its applications in EMCOMM. By continuing to leverage its strengths
and address its limitations, WinLink Express will remain a cornerstone of resilient and effective
communication strategies in times of crisis.

While we have concentrated on Winlink’s EMCOMM utility is should also be appreciated the benefits of
establishing and maintaining the capability to support family domestic preparedness. During Internet
outages WinLink Express provides the ability to remain in contact with family, friends and information
services.
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